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1 Introduction

1.1 Document overview

Describe the purpose of the document
This document contains the data management plan for XXX device. It covers the management of data for training / tuning / AI validation / AI test of the AI system integrated in XXX medical device.
In essence, the data management process is similar for anonymized data, for data coming from a register in a post-market clinical study or a retrospective study, and for a data coming from a premarket clinical investigation. It aims to deliver the right data, from any source whatsoever.
1.2 References

1.2.1 Project References

	#
	Document Identifier
	Document Title

	[R1]
	ID
	Add your documents references.

One line per document


1.2.2 Standard and regulatory References

	#
	Document Identifier
	Document Title

	[STD1]
	
	Add your documents references.

One line per document


Add the standard references to the table above. It may include ISO 5259-x, ISO 8183, ISO 25024, ISO 25059.

Add the FDA guidance on AI in medical devices: Artificial Intelligence-Enabled Device Software Functions: Lifecycle Management and Marketing Submission Recommendations
Add also reference to the AI Act (especially article 10 on data governance) or other regulations on AI.
1.2.3 Definitions

Data holder: A data holder is a party with the legal control to authorize other parties to process data.
You may add definitions coming from ISO 22989 
1.2.4 Conventions

The word “Validation” has a different meaning in AI engineering and in medical device design. To avoid any inconsistencies, the word “validation” is never used alone, and the following convention is adopted:
· AI validation: step in AI design performed after AI training and/or tuning, to make or validate some algorithmic choices (hyperparameter search, rule design, etc.).

· Device validation: step in medical design. In US medical device regulation, 21 CFR 820.3 definition: Design validation means establishing by objective evidence that device specifications conform with user needs and intended use(s)
2 Responsibilities

Describe the organization of the team responsible for data management. You may add an organization chart or add a reference to your project management plan, where the organization of the project should be already described.

Either describe the responsibilities in plain text (usually for small team):
The data scientist is in charge of the data management process. The quality and regulatory manager is in charge of the relationships with the ISO 14971 risk management process and the regulatory conformity of the data management process.

Or use a table (better for large team)
	Person
	Responsibility

	Data Management Officer
	· Overall data management process responsibility

· Coordinated Vulnerability Disclosure

	Data Privacy Officer
	· GDPR / HIPAA compliance responsibility

· Reporting to authorities wrt GDPR / HIPAA

	Chief Clinical Officer
	· Clinical relevance of data

	Chief Security Officer
	· Data security and privacy

	Regulatory Affairs Manager
	· Data management process MDR / AI Act compliance responsibility

· Reporting to authorities wrt MDR / AI Act

	Project Manager
	· Data management planning responsibility during design

	Data scientist
	· Data processing
· Data provisioning



	Quality Manager
	· Independent review of Data Management File

· Interface with the risk management process


You may also explain here how adverse events are escalated in the organization. Eg: Adverse events or risk of adverse events on data detected throughout the organization shall be immediately reported to the data privacy officer.

3 Tools and environment

Describe here your tools: 
· Annotation software: CVAT, DAML
· Versioning, model registry and data pipelines: DVC

· Data storage servers

4 Data requirements
4.1 Link to device intended use

Explain the need of data based on the device intended use or some functionalities of the device. A SOTA analysis can help giving consistency to this need. This serves as a rationale for legitimate use of health data in your project. Legitimate use is a requirement of GDPR.
“I need ophthalmic data since I want to treat patients with ophthalmic diseases according to SOTA doc ref xxx”
4.2 Data specifications

What data are required for the AI model design, according to the device intended use, target disease, and target population. List here:

· Features

· Targets / labels

· Inclusion and exclusion criteria
4.3 Bias prevention
Identify the potential biases (age, sex, …) to avoid to ensure data representativeness.
4.4 Anonymization

Need of data anonymization or pseudonymization, depending on expected data sources.
4.5 Traceability to device / system requirements
Optional: if this adds complementary information to “Link to device intended use” above, add traceability to device or system requirements, demonstrating the need of data based on device or system requirements more precise that device intended use
5 Data quality model
Define here the expected data quality model:

· Clinical and/or technical inclusion and exclusion criteria using relevant attributes,
· Eg clinical inclusion criteria: patients with type I diabetes

· Eg clinical exclusion criteria: patients with allergy to xxx substance

· Eg technical inclusion criteria: ECG data with 3 or more channels

· Eg technical exclusion DICOM files with slice thickness larger than xxx
· Criteria demonstrating a satisfying representation (in terms of coverage, accuracy etc.) of clinical data amongst the target disease and target population, the absence of bias, including in subgroups. Such criteria will usually be based on statistical techniques,
· Technical criteria, like data completion rate
· If needs be, criteria on compliance to regulatory requirements on data, and human rights

Some data quality criteria may also be mitigation actions resulting from safety risk management.
6 Data architecture

Describe here the data architecture or reference a data architecture document. The variety of architecture types can span from simple json files to DICOM files or dabatase models.
7 Data acquisition
Describe your data acquisition plan:
· Either acquiring anonymized data, or planning anonymization or pseudonymization,

· Obtaining data from off-the-shelf registries or databases (secondary use of clinical data) maintained by third-parties,

· Or performing a retrospective clinical study (secondary use of clinical data),

· Or using clinical data from a register build in PMCF of another manufacturer’s device (secondary use of clinical data),

· Or performing a clinical investigation.

Your data sources will be different for:
· Dataset for training or tuning, and AI validation,

· And Dataset for AI test and device validation.
Reference to other documents is welcomed. E.g. Clinical investigation protocol, PMCF registry…
8 Data annotation
Labelling and annotation can require methods such as:

· Manual annotation by qualified personnel,

· Automated annotation by on-purpose tool (in-house developed or off-the-shelf).

Describe the operations used to generate meta-data depending on the nature of data and meta-data. 

Annotation operations shall be performed by qualified persons. E.g.: persons with clinical background.
If needs be, also define annotation quality metrics
Example:

· Manual generation: Radiologists annotate DICOM files with regions of interest.

· Automated generation: An in-house trained LLM is used to review physicians’ reports (unstructured data), to automatically annotate data with a categorized clinical outcome (structured data).

9 Data preparation

Explain the Data preparation techniques that can be used.

Data preparation aims to prepare (groom) data to obtain datasets that can be used in the AI model design project: aggregation, sampling, augmentation, imputation, cleaning, outliers’ treatment, features creation, encoding, features selection, normalization, …
Not all preparation techniques may be used for a given project.
10 Data splitting

Give ratios for training and AI validation splitting.
If relevant, explain these ratios, if specific operations were performed or if unexpected events happened.
11 Data separation

Explain the organizational measures put in place to ensure data separation (the FDA uses the word sequestration). AI test / device validation datasets shall not be known by AI model design team, especially data scientists in charge of AI training and AI validation.
12 Data review
Plan one or more review of datasets prior to their provisioning and use in the AI model design project.
A data review is planned before data are provisioned to the AI model design team. The review shall ensure that:

· Data acquisition and data preparation steps have been performed according to planned provisions,

· Datasets meet the data quality requirements, especially inclusion and exclusion criteria,
· Datasets meet the regulatory requirements,

· If limitations or deviations exist, ensure that these limitations or deviations on datasets do not have an impact on device safety and performance, and on regulatory requirements.

We should have at least of review of datasets for training / AI validation and one review for AI test / device validation.
13 Data provisioning
Data provisioning consists in applying the prepared dataset to the AI model being design. The dataset shall be:

· Identified,

· Versioned,

· Put into configuration management,

· Accompanied with descriptive statistics summary,

· Optionally: provided with metadata allowing the verification of dataset integrity. E.g.: SHA checksum
The data quality issues detected when applying the dataset to the AI model can be used as feedback to update the data requirements, planning, acquisition and processing.
14 Data decommissioning
Document how and when data decommissioning is going to happen.
Data decommissioning consists in:

· Either destroying data in a safe manner,
· Or archiving data for a retention time defined according to regulatory requirements,

· Or transferring data to another department, entity, organization,

· Or returning data to the data holder.

Data decommissioning operation is trigged when:

· A dataset is deemed not useful for AI model design or the AI model design project is stopped, without any device placed on the market or made available for investigation,

· The retention time period of device design data elapsed, for devices placed on the market. Add here the retention time period defined for your device.
15 Data security and privacy
Document how data security and privacy are ensured.
You may reference documents such as Privacy Impact Assessment (PIA – required by GDPR) or documents coming from an Information Security Management System (ISMS – E.g.: ISO 27001) or other provisions put in place at QMS level or at AI model design project level.
16 Regulatory Compliance

Document how data regulatory compliance is ensured:
· Local regulations on clinical investigations or on clinical data,

· Local regulations on data security and privacy: this can be present in the previous section,

· Local regulations on personal data. E.g.: GDPR, HIPAA, California State, …, 
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